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FAEB

HFHREEEMN JCT) OREBIZHEWD. HELEEKICEVWTHAN—KHEBEOEZER A SF>THY.. HRRET
HAN—X 1) T RENEDOLNTNSECATH D, EABEICEVWTHLARDY A /\—tF2T7IC
B9 AERICEALEREBESEZED DY A/N\—tFa) T+ EREN 2014 FIZHIESH ., BFFRFEEO ICT D
HEITECTHEN TN TWS, FRIZEZICEVWTHAEEEREEZEABRET ST M/\—tFa)T18
BRAIMAFRESN. FAFICHEEBRRBSICEIENEF M /N—tF21TrE22— (NISC) B ERESN
=5

NISC AHILEGS>THEL TN D EEA VI DHMRITRDIEARTEFE1TE LT, KEDF (I
KRBT EHIHEBE KRG —ERZRBT D, FEN AT IEREFTRUOHSBERTHORBETH
BESNDEZEALIZ URHFDIDELTHESN ., EHRIAEFARFOBRIERVEZEREREITOTETLD,

—ATEEATSHEFD—ERTIL ISAC (Information Sharing and Analysis Center) EFE[EN S, RILER
DEBEFZBOCLMEEOR TYHAN—tX 2 TAICEATHERELBL. YA N—KEADHHIZE
EH5ILEBRLTEHTOEEFMEBERILTOSEFNH S, KESFICEVLTHLREIZEWTE
BT EFE T ISAC HERILIN TS,

OLEEEI L. AEFIEEAEDKEDFICEITSH ISAC EDHA/N\—tF2) Tt KICEHT H1F
BEBOHYAFITOVWTHEREFZITIOVDTH S,

o BHNBHICEETIRE
> KEZFITBEWTISACEEALTWARKREFIELTRED Water-ISAC [TDUNT, {TEUHEEE
DEAREEOEE AT, FTHANROEM. RELIDOBREXZSOFERESFERNET S, HAE
[ZH1=> T AEBEZEAFBHEER - L EFFERKER (LUTIKERIEND, ) EAED L,
R—LR—DEECHREXMEHER LT,
o EHNOMAEFICEHTIAE
> BEAEOMEREEL. TERMIRUTENIZH T, ICTISAC, &8 ISAC. BH ISAC &LT
ISACEZEALTLWAEFINHY. TNTNDREFEDOETI—LDERENDIBEEDEE KT, FE
NEDHM. PTERBEZRAETS. AEICH-TE. AEZTEEKEREABRD £, h—LR
—CONAE. REBICIELTET VYRR FICKYEREL=.
o BAEDKELRFIZEITEIH AN\ —tFa)ToEDEY HHRET
> LRORAEHEERTIC. BLAEDOKESFIZHTETA/N\—tF 1) Tt RDIKR LB 4T
Y5, AEICHI-S>TUE F—LR—DFEOHENMEHERL- LT, AEBELZKERLAE
DL R—LR—DOXHAE . BDEIZIECTET UV T AR FICKY EE,

' RS AN—tX )T 3—TEBA U ISDER T ) TR RIZIHR D FE4RITEIEHE | [https://www.nisc.go.jp/active/infra/outline.html ]

(R#REER 2021 €18 22 A),



2. BHIREE
2.1. BHNEHIFE CKE ISAC)

KEIZBWTIEARIZE F52T2—FEH(2.2.1 [TTER) IZHT=DLDFHERETET . IFEEDLLEE
AV TTRBFITE T ISAC AERILEINTHY. ISAC EFRFFE SR (the National Council of ISACs) ZE L THJ 20
D ISAC AYEEILTLVS,

[ISAC &13F]

ISAC (Information Sharing and Analysis Center) (&, EBEA 2 IFICR T HY A /N\—tFa )T LD BRBEI
£L. RESMEAMEEOB TR ARDBRIAFZTI-HDIEEFIFHATH S, National ISAC Council [Z
FBHEISAC NRBTHEDELTUTAHDHEL TS
> UBRHEEPEROEREZEERVAUOTUMRERRE
> AVITUNBE-RBEEICET S TONFHMBOERELE -
> ZTORHFOEELGHAN—FEROWRE-2-10TUMLR—k
> ZTORFICEFEAUITUMN BRI RBEDOEZELEAFRBATHEEIZEAT S
> HAN—PPBEEEOITEEAISRED-ODEETELEREFT AT L
2.1.1. HE

KE-KEFREE - F— (WaterlSAC) (&, L TFKEEVI—MH—DREELFI)TA-RVET—H
TH5H, KEBLTKEELIVF—DEFELEMRBS LUARM AL KEIRERET (the US Environment
Protection Agency/EPA) &1 1L T 2002 FITERIILI=H D T, REDKE/ 17T 0% (the Bioterrorism Act) |
(2002 6 A 12 B)? IC&YBKREABINT=, KE V2 —FAEEFE R (the Water Sector Coordinating Council)
DIEEEHRLE ERBMATH S

A
vaTER About  Report Incident  Contact Us Become a Member
74 ISAC

1 WaterISAC @ HP

2 National Council of ISACs, “About ISACs,” [https://www.nationalisacs.org/about-isacs] (ER¥&AREE 2021 E3H 11 H) .

3 The 107" Congress of the United States of America, “The Public Health Security and Bioterrorism Preparedness and Response Act of 2002 (the
Bioterrorism Act),” PUBLIC LAW 107-188, JUNE 12, 2002 [https://www.energy.gov/sites/prod/files/2014/03/f12/PL107-188.pdf] (&R 5 B : 2021

F£1H822 H),

4 WaterISAC, “About Us,” [https://www.waterisac.org/about-us] (F#&#&FE H :2021 £18 22 H),
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212, BHRIDER-BM

WaterISAC [& 2002 £ 12 BIZERIL SN -IEEFIFA T, FrfEE D > 2 %551 X (Washington, D.C.) TH
%, L TFKEEVI—DEBHEICHET SO EOMSEEINIERB T, 23— D=_—XFEBHELYR—+
THHRBEDIIGIZH D,

(R#MEFHF]

ETFKEALTZHEELY WaterlSAC ITBET HERELTIE, FT VIV BUEICL ST EEAVIFREIC
B84 A KFEMAEEE 63 5(1998 &£5 8 22 H) (Presidential Decision Directive/NSC-63) I’DZE(F5 b, AKX
AR, TKS AT L (water systems) IS CTEEA 7T |1 ETNODHEKRFHOERT SEBEEEFEZES
‘Lz LT, BB OIER 1275 2> 72— (National Infrastructure Protection Center/NIPC) |~ D4 EEYE
K-BROEKDRE, REEI4—E SUBMAH#EED/NN—rF— v THEIZET HNEREE -V 2—
(ISAC) HBEMNBNIZERMSN TS AKHBERITE VT, ISAC FEEFORMEH THAEREE T
T —1FOHED. LYbT R IEERBPAEDLEEHLZRDBIML . EELEERMAT+—HRAOEM
%, FEFRH - FEEBITOERZFIEIBLDEL T, BRIEAVITIITHT EIR—RFAURETE/NNF—2 DHEIL, &5
A—AB LV I—ROBERZEATELTOMEE. F-BUET—2DS4T ) %R BT LHILHAEES
nTund,

F12. 2001 FORICHRELLIRERRZHETOEHICLIKEE ERBEOAN- (U ISEEDRIDH
zxBEZ . KERNTEZBOFMKESHRILTLSD, ETFKEATZOYAM/N\—tEFa)T4IZBE&ET
2ELMELT, HIIRLT= 2002 F£6 A DIRENAFTREIHRE [EBAVIFORE. BEIBLLATIT. B&K
VRECRETIE L RLEEL (DHS) KEEIESE75 (2003 £ 12 A 17 B) (Homeland Security
Presidential Directive 7) 102 T 5N 5, O3—-W- T v aBHE (5 43 ) ICKDARK#BEIER (X, EHEE
FINEBEAVITEHEL. BEIBLZMTIT. TORENRETH-OOERBKREHEIL . BMEAEDTE

> Federation of American Scientists, “Presidential Decision Directive/NSC-63,” Washington, May 22, 1998, [https://fas.org/irp/offdocs/pdd/pdd-

63.htm] (R#EHEF B 2021 £15 22 H),

S ITEBEAVIF L& BFLBUIFHREDO R/ ROERICRARGYEHNE LV T AN—R—ZRDIRTLTHY . BAFERBDOR AL RZES
BUTEEDH, INLIRESNGL: BRIBE. TRILF— RIOSLUEH, B8R, KORTL BLUBRRY—ER, ChoEREE T
IDEIT. BEMICITYENES SVHREBRICHBINV AT LTHY  HEKRFELIFEAEFELGEN oFA, [FHREITOES LN FEHER
EORLEMOHERELT. INSEFTETEH LI HERBET DL ST, FI5LIEDSICKY BBOHWE. AAMSX XIEZD
O BARER. MEME LUV AN—EICH T -GBS TEL -, ChOoDMEFEMHITL T BIE, BRI, AHtEI/I—LRME+
DE—DOBAIZENY, BN -ERRLREOEHEZRET D, RRTEILMLETTO—FARELES, | “1 A Growing Potential
Vulnerability” (“Presidential Decision Directive/NSC-63,” 1998) o

T HBERI7ANEREBRELT, L TOREEEDOHHTOITAISITIREEEALIFETE)Y—ADORELRILTHE KERER
BOFERICLE T HERNGTREZELKIRERGEESZHET D ERELEBETLLELAROBREREHERO-HDEFHEETDHE
NEEES  KFO#E. RERLELGA LY —EXDREETIMELVHABFOENEELS  REOKREHIMELT ARG Y —EZD
RUEEHERTH-OORMBEBPADEENEIELES MO BBV IFEEE)Y—ADEFEMTRIZEL T BFICEEZEERIFT HLAL. &

AEORFN - BUAMFIEICH T 2ERDTREEBEERLS, INERFETIE. EE/VISEETEVY—RADOREZRE - BEIBRL {57
3



BE31 DRYD— AT AN KIS ORREBE L. FERRITHRICEEIR, M. thABEERENR TR
BlZEHR) ZRBLTID, T, AXRBEIEFICHTEH DHS REDEFHEL T ITZECEZ(TITDR
EEBORBEITOER M- ABACEM., FMER . BR#EFLEEL T/ —tF2)T1DH
DA AR RIET SR OMF - ERERR T DS L. EBARRSN TS,

2.13. FREAT

Water[SAC DFTEAITIL. KERZEFRE T (Environment Protection Agency/EPA) T#H D, Bl [2003 F X
EERETFIIBVT, ETFTKEVATLOFEME &HB (Sector Specific Agency/SSA) [& EPA EESHBHN T
HY.DHS REDAAMZTUVADT . SSAs [EBIET HEFR - - ABFOEHE LB/, 1V I7FHERMEI2—
HEBALTEYI—DIRBHTFMEEERE-REL. EBEAVITELVEE) Y —ANDHENSDREOE
E0RMO-ODIREEEIREEMT HILE, LHEEESN TV,

WaterISAC DAV N—2y T (& ERBEDI—T1) T4 02D THRENTWOS T2 —T 4T 4+
AN—(RB) X REBRADFEAEE hFE =AM T  Z2a—P—FURTLETKEY—ERZRH
LTHY., EEEAFUF DHBICHLAN—2 9 THBHBREINTNNS, [ 2—T 1T AV N—DIFED, A
DINBUF CRRAT—h /T 0T 40 R) B XUEFEEE , EITHES, SRR, DHS, IV ILT40 T /T
DOZTIVTERE. BEUEA—TA)TAREERBN A N—ZEFND,

F BES BN X TARBERADT I 2ADT=8 . DHS, £Y1(F DHS BRY A/ \—tFa T4+
a2 =45 —> 3 i &> 72— (DHS National Cybersecurity and Communications Integration Center/NCCIC) .
E 32 E 5 (Federal Bureau of Investigation/FBI) . EPA, & M & EL & 2> #— (state intelligence fusion
centers) . TDMEFR - INBAF B LD T EN DRBLNARIZa=r—2ava#F-HiL TS, £
ISAC EIRFFa# % (the National Council of ISACs) Zi8BL TH) 20 DAthd ISACs. £YDHITEN ISAC £HEHEL
TWBIEN. BoBSh =X 1) T4FMR. L TKEXRRER. Z2—RAT 47 LU WaterlSAC A2/3—
MoFELNIATIDIVREYY—REERBL TS, HEDSERITREY—ERDOYSvE—

(@WaterISAC) 4/ FRAL T, MERFIFEHRZIRHL TS,

2.14. EERKH

WaterISAC ([EIEERFARTHY ., N—rF—HEICE o TEBIN L TFKELI—TAI) T+ EEEF LMK
#K B (drinking water administrators) TIERBEN HIEE R (Board of Managers) [CK>TEESN, EITAR
AR A KEI—U 2o —1% (the Association of Metropolitan Water Agencies) DB B DFRFFIZ K> TE

BL. ChozZRIR-BH1k. tLEERTHIERNETRYEADEZEERH L. L, BIUBERT 5, EREETIE. COBMERDT=HITM
BUF. WA BUF . BEURBEI2—EHHT 5. EMEEFTE. BLREFETOT I LNKEORENERFNREFRAIENTNELS
129 %, EMFETIE. 2002 FOELRLREZE IV ZDOMEEERE— BRI IEEMNIFELVER)Y—RADTOYRMZKLS1EH1LE
BHITT 5%, BENICRESN-BRBSVIERLELZEL . RS OERTICHET HIEHREBENRET D, EXRETIE. RKEAD
EFIREZED . BEEZROREL—HITIHET. KEREERTHLDET S, | Cybersecurity & Infrastructure Security Agency (CISA),

“Homeland Security Presidential Directive 7: Critical Infrastructure Identification, Prioritization, and Protection,” [https://www.cisa.gov/homeland-

security-presidential-directive-7] (&R FE R :2021 £1 8 22 B),

8 Homeland Security Presidential Directive 7, 2003,
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2 WaterISAC D /\—h~F—#B#;

HE X (Board of Managers) &, % & (Chairman) ((RR ;> £ TFKEZFE &= (Boston Water & Sewer
Commission) ZFEH D A¥)) B KU KRET (Treasurer) (T3 H R ~) =T 3811 /& (Trinity River Authority) ZEH )
LUTF.BE6E D) IHIL=THMKEREERER. AV - IA—3— ToAyF—Mr—JSURRER.
TAINAY 04 —B— HIANAZAFMRINNED NG 94 —E— TEVRY Y -0 — 84— KKK H
LENZTER) TSN TS,

Ff=. Ry 784 (£ B/ E (Executive Director) . BRf#i{& 7« L 24— (Managing Director) , 7AVMEET
F—+— (Manager, Accounts) . 7% - B3 1H 1 7R —v— (Manager, Administration) . fE#x1 3R - ¥ i51E &
T 4L %% — (Director, Preparedness & Response) , A>/3—+1)L— 32 X8 Y7 R —+— (Manager, Member
Relations) . LY IV R =T 05 S5 LB LE TR —v— (Manager, Resilience Programs) . ¥4 /A\—+tF21)F1-
1) R4+ F7F"1) X (Cybersecurity Risk Analyst) CTIERK) 9 5,

EEX K]

WaterlSAC DEEZREEMICHES>TVSDIE, ARARY AV KEBEI—T 1L —15 % (the Association of
Metropolitan Water Agenciess/ AMWA) T, KERAKD A EKEMIES AT LA (B AD 118 5600 HALLE
1) THB. AMWA [F, KETTDKEEZEFICLDERBRTHY. 1981 FIC, KRELEKESEEDRELD
AP RBUAICRBRENSZEZBHRLEBREIZE T, TP RFRIRISRIEN = AMWA A2 /N\—DR
RiF, NS KBEKEEEE DEEHE (general managers) BEXU CEO THD, FBANBE. 1 —FT«4)T4E
BAHICE T KERBEEEOLYNRN - DEMNLERIEXIETIRETOATS LAV ITFLUYARIT
EF—RES) . Kk (BBAOIT)—2427 . AFIOBERLR—t, HHEELR— HFRaTaet it
HLAR—M RBDIKEL—TAITA-TIEIT4T 1Z2— X BEERERESSH) . TOMY—ERDIRH

° Association of Metropolitan Water Agencies, “About AMWA,” [https:/www.amwa.net/about-amwa] (&R FE H:2021 &£18 22 H),

10 AMWA, “About AMWA”,



THd. AMWA (&, BEREHgE KT HEER (Board of Directors) [Tk > TEEIN, I—T4 ) T1EE-
R EE - AR - X 0 TAICET AR ERNZE RN, FR AT REEE PR EGRZEHRMKDOE
EMERIETLIEAMNROSVERNEZFICESGRHNZET . KERKBEEOBEERO-HDEMA
HERMHLTLS,

ontactUs Login Q

‘ E METROPOLITAN About Advocacy Newsletters Events Research & Resources
WATER AGENCIES

Membership

. Join AMWA
~

3 AMWA O HP

2.1.5. #is
[WaterISAC A2 /38—y FFA#R#Y (Terms and Conditions) '']
1. VI TATEROBENE : WaterISAC (&, £F 1) T OB AL S, #EMD LI S HLER. ¥
B HNE. BLUBELRE. T2 T4 RRIEESN) ZREHDVIIER. B, RETHFAE
9%,
a. TV TATRRMIODDELAILITIE, EYbIt. TH#2F (Confidential) 1. [F42 (Secret) 1. 18
## (Top Secret) | ¥ &5 (Proprietary) |, [t 3T 17 (Sensitive) J. [FEEIZEL L T4T (Very
Sensitive) |, XU A FAIZBR S (For Official Use Only) 1, HLLIZFCN S DA EHENEE
N5EENHL,
b. UTDIGEERE. AoN—FTEo T4 ERIZRATT HIEETERLY:
i. #0D WaterlSAC A/ A\—EHR T, LI,

" WaterISAC, “Terms and Conditions,” [https://www.waterisac.org/terms-conditions] (B ¥ H:2021 £1A 22 ),
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i. DNREFELIILREEICHTIELES=EZBROBLELLITIHRIGD BT, b e
c. AUN—IE TP TAIERIBED=O A N— I L DEBEZ T HhDOFDES1E
HEMOIMLENHINER. EEE.  REA KA. LLJIFEEXEFICOH, B ERZH
R BHIENTES,
d. AoN\—0HHEIE. KIFARFIESORKRUNTOI oo T4 TERIDEAZEH LS
KUEIETB=HDTOrILEFBALLZFTNIEEDELY,

2. XYHIRRMGER: AV N—(E T T T ERIIATHET 2 REE D H D EBBUFS LU Z D1t
E=FZRBICI-> TEAINILDZET | BEDIYIRVERICRDLZTNIXLESEL,

3. EIRAFIAHIPR: WaterISAC IZ&K>THER SN =X EY . WaterISAC EDFA 2 REH, HLL
(& WaterISAC DD EAICKLHATRHLERIBENHIIGEEEMRE. STt LIIBmEEMNTHERT S
LT TERL, DB L > TER SN IEROBEAFIA L. /ERE OEAFIATIRO R R LA
%

4. BRBATRES: AUN—IEL (5T FT710) (D) ITHESNTLSIEEERE. 2FNSRETLIEN
TELW 74T BRIDO R, Lk, LLIERIZ T HIEIETELL,

5. BFERODIRH: WaterISAC 2L DL DfEIEE, WAESEBHIZEDERIZHLTEH, AN\—(E, FD
FETAEACERZMHLT . REABLUVITRTORE(QE) ST, o T4 FEHRIZRAL
EIFNIEESAL,

6. AUN—=YTDET AN—(E AoN—y T8 THRE. CNoDTFIERE (Terms and
Conditions) /DR THYKEIT D,

7. ER: Tt T4TERIOEHRRTIE, WaterlSAC, BB FVERD L TFKEL—FTA)TAEFD
SHE A, WaterlSAC N ZDIEEFSEML LB CHIE TEHMEERATRELEEE5IER
FRIBEMED S D, LIz 5T, WaterlSAC (&, ZD K SGATREHCF-DICELMFEROHEFEZE
L. RTFIABHIISER LG E L. WaterlSAC DAVN—y T ESMERYETZENTES,

8. SREEIA: WaterlSAC NMRHEHLLFE AT HERIL. FHELRIEBLLINTLVEWNEEDLH D,
WaterISAC (. ZD&ITIRMDEREM. STEME. BLTRFEICEAL T, LWHVESHKEL LZREE
651707 TOLSHBERICEAL T, HLLEZNICEET DLHEIEEELADEVEDET S, A
U= ZD LGB RICEDATRZECTHENCETHIEETZHBICAL. A DETNITHES
EYRIBLVEBZELFIEZITS,

WaterISAC [SH T BHIEITEY  AN—[E LWHEIEBEZLED . ChOlFRARNIZELICESTT

BILIZEEL.KRIEEIDREEETT HIEET D, AL, WaterlSAC A /N\—2 9T DA /N—EFE

[CEIEL TIREMESN-EBRNEENDEHTHALETHERT 5,

(AoN—2y T2 BEK?]
ROEH/EH-TIHE . WaterlSAC ~DESMERDHS:
1. SMALEDOHIFIZ. BE, X271, LLLLEBRERORISEZET. LV
2. SMALERF. KRB HhFHE ARV 7 . Z2a—V—FUR, &ZE, HLLLEFFUFITRAZEE,

12 WaterISAC, “Become A Member,” [https://www.waterisac.org/membership] (&R F H :2021 £1H 22 H),
7




ROWTNHDEIAT DB TIHFLTLNS:

> INFLLIFEFED., EFKEY—EX-TANSAT—;

> KER. E¥21)T4. REFBREE, 0REFLE ILLIREOBLEMHL LTEMITOEHKREZE
I5. #A ., MWBRFEUIEEBATHE ;

> A—T4)T1DEE.HLIIEE. HOIVNEEEAVISRETOV S LOFAFKECERIZIEDT-
DITETKEL—TAITAERMLIz AV YT TR BLKEIU =TI T R4

> LETFKEI—TA)T4ERERE,

3. SMFLEIL. 2 TATHEROEYIKRULZBET S WaterISACT FI| FFR %I (Terms and Conditions) 112
HEOTEICRET B,

(AonR—2y T B3]

ATBFAD AV IN—D 9y THEEINTHEY  BOBELAEITGCTEREL 261 KFIL~7,349 KFILD
BITIRESN TS, REITKFIL TS LEESNTIVD A/ \—H#R#IE . WaterlSAC DA /N—FEFAIY
TIOINDTIRRE, WaterlSAC FIEBET—ERZEDOIC. FEDHOREEFTY ATV TTHIL
NTED,

> A—TAVT1AoN— BRFRE. EER. HXFELMH. HERMEBEDNESIVEIFTERA DR K
BIAONAE =B LV B LETRKEY—ER-TONR(5—,
K1 A—TA)TAAN—DRE

A A O KEDAHELLIETKEDH | ETFKEHESRT L

20,000 AR 261 KL 524 KL

20,000~49,999 A 524 KL 1,049 KL

50,000~99,999 A 1,049 KL 2,099 KL

100,000~499,999 A | 2,099 KJL 3,149 KL

500,000~999,999 A | 3,149 FJL 5249 KL

100 B ALLLE 5,249 KL 7,349 FJL
IR AD1EE, D RAT LICK>TEERM - EENICIRESW D TEAN | (RO EHOA—2—HT
F)EHET,

> BRFEEAVA— A% REZEOLY . ETFKEY—ERQETONAFT—(F, AvNnN—=vTDla
—TATANTI)—IZnFEEND COTBR#EIATIV - [E1—T1T4IRTH S,
& 2 BAEEAUN—DOE

ik e F2E

M - #b75 (Regional) - #3g (Local) BT A8 RS * 524 KJL
EtREREELT2—D30 o a—*= B

EFRBUFF 4R A—H—&H1Y 1,049 FIL

* ETFKEZEREBEEFGL,

3 WaterISAC, “Become A Member”,



>

** WaterISAC EBBB SV TUMERERE T HEENEDLRLVEBITHES LIXERERILE
D $ 7= & #ll (Courtesy Membership) o

AVHIIWNTAVT IV T IP—La AoN— A —T 4 ) T4 DEELILLIEE. HDLE
BEEAVISRETOISLORARECEREIIED=OICETKELI—T1)ToERHLIz. a0 H L
T4 ERB LI =TT &,
£ 3 AVYITAVT RIVOZT)IT  T7— L Ao N—DRE
ETFKEZEXE~DEMTLS FExE
100 BRILK 1,049 FJL
100 BRILADS 1000 BRILEKH 2,099 KL
1,000 BRJLAD 5,000 FRILFKH 3,149 KL
5,000 FRILAD 1 BRILEKE 4,199 KL
L {ERILMS 50 BRILEKH 5,249 KL
SERILMDS 10 BRILEKE 6,299 FJL
10 {ERJLELE 7,349 KL

TIOI—=30 A N— F([CETKELI—TA)T4BEEV A ELLIIZ DB E THERSINDIEEF
ik, F£&IF 524 F)L,

ZEFHAY]
WaterISAC A2/3—(3, U TEFHET 2EEHNT SV I —LADEFRT7 I LRICLSFREZZT D
ZENTES:

>

ETFKEDRATLIZHT MBI, A/1\— BIUZOMDOERKIZEET M (TOEE. ITOT
DER. BRKE. COVID-19 BEFHE=HER) ;

AIFHLD)Y—RERA Tz BRI RBEEDS14T 31— (TWaterlSAC )Y —RX 2 4—)) (&
BT RAEER AN TSV TR RGEBIBOAAFTUR) ;

KEEIF—DEESHT (6N A EITFHET. AU TR LR—RIZE D) ;
DRVEHESLVEETHOD—EDY—IL (ERBFIVBFIZEDEEY—ILEIUVTTIAD
J29);

B 2EFITDWaterlSAC £F 1) TA&KLDYIV R TYTT—h (L TFKEVRATLDEFX2UTo
Y R—bFARFDTENAY)— Y—IL LIR—b, =Z2—X);

ENAILTINARIZKD WaterlSAC ~DTILT VX (4FH 5T WaterlSAC AV TUVITT XL,
THAOUEDEEMNATEE) ;

X )T DEMRERELT)—T105 EYIEF— (WaterlSAC, DHS. B LU R Y/ /\—+
FA)TAREDTFIANMIED. BADYAN—FBRHILT - T)—D405 ; 1—T14)T1%HREL.
KELZOMDBRADLIZEIDORIEYEF—FE) ;

4 WaterISAC, “Become A Member”,



> REBESIVRRICEBZSADLE EYMELEVEDT —IX—X (700 ZHBALFEYEEZE
L. 3DDILZ AT —ER—ZANDI—LLRBT IR BB AT UM REANORIGIZE
(798

(A N—29TmMBAHE]

FoTA LDTH—LA—IL (L TEZRSR) THBREHRL. SEEROFEZICEDEEDR. Av/N\—
DYTHERBEIND L, WaterlSAC DEBFA—ILTTAIUMNDTIEADRBESND, F-. 60 BEIDIS
AT7IVERRATHIENTED,
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ME T EDTAU TR B — ) ICE DA B FRITO WaterlSAC £F 2T &LDYIVR-T

11



YT T—kI. X2V TAEMARIZED T =405 09 EF— (AR YAN—BEHT-T)—J425 &

FEVIES ) GEDEREEY —EANEFENSD,

ZDIEFEN. TBERIZYDARAUS AV TIOIU R LIR—F (AN —DH)  FIEHEEDIEAL TSI
SolarWinds ] (VI 7 &%) DRI —VBE1R &EBY T D7 (“Orion”) (CEAT5—ED T VT T—h(
SolarWinds H@EHTOH A N—HEEZOFEICE T LEREE. BRURISEEIBT IV avDEHNDT=
& EFRBUF/ \—bkF— (Cybersecurity and Infrastructure Security Agency/CISA . FBI, National Security
Agency/NSA) E LU H A /\—tF21)T15&%t (SolarWinds, FireEye, ) MHAFLI-IEHRE LU HEREFIE (T
JY—ADNEBFDTA)—- 7T T—MBLUVEEST HBEDENEF DEIISCTHBEHEND 7Y
TT—MDEES) . TDOMDOBEEXRBFEREN VLT LTRSS TNS (—EAVN—RE) . F-RFH1H

]IK, VA vE— (@WaterISAC) THRERFRESh TLA,

WaterlSAC RESOURCE CENTER

AWIA Risk Assessments COVID-19 Cybersecurity

Perch Cyber Threat

Power Outage Water|SAC

and ERPs Resources

)

@ Search tips

8998 total results

& MEMBERS ONLY

Weekly Flashpoint Intelligence SolarWinds Exploit - Updated
Reports December 23, 2020

DEC 24, 2020 IN CYBERSECURITY DEC 23, 2020 IN CYBERSECURITY

Microsoft and McAfee Part of New CISA Releases Draft Versions of TIC
Ransomware Task Force 3.0 Remote User Use Case and
NCPS NCIRA Volume 2

DEC 22, 2020 IN CYBERSECURITY, FEDERAL &

DEC 22, 2020 IN CYBERSECURITY

Fundamentals Detection

Resilience Publications

Filter by + Reset

Sort by: Relevance  RETiles =lList

& MEMBERS ONLY

E

Security & Resilience Update -
Assume Compromise if Lacking
Visibility of SolarWinds Activity;
COVID-19 Updates; & More

DEC 22, 2020 IN INTELLIGENCE

& MEMBERS ONLY

B

Security & Resilience Update - New
CISA SolarWinds Alert and Call
Tomorrow; CISA Briefing Materials;
& More

5 HP L TOERARHAA—D

FE 1= WaterlSAC (£, —EDEF 1) TR A —HFFK -1 5. L TKEITHFELI=Y A N\—BE D&
BBREPAL—ALGEREFEZEHNELE UTOYAN— X)) T4 T) O X (CTI) & & (Perch

Security) ERIEL TLVSY,

15 WaterISAC, “Perch Security - Threat Detection + SIEM + SOC,” [https://www.waterisac.org/portal/perch-security] (B ¥R %& B : 2021 £18 22

=D
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Perch Security - Threat Detection + SIEM +
SOC

Rl

Threat intelligence changes the cybersecurity game.
Some security vendors offer generalized cyber threat inteiligence (CT1) that originates from
their own products. We've partnered with WaterlSAC =0 you can rapidly detect the cyber

thrests that Impact you most

Perch lets you act on threat intel right away.

Perch is & managed threat detection and response (MOR) platform with & suite of toois

designed ta connect you with threat intelligence feeds so you can detect, see, and share with

WaterisAC:

Deted cyber threats 5ee the cyber thrests Rely on Perch Managed
againstIT and OT with other WaterlSAC Perch SOC for tier-1 alert triage
users are detecting and and escalation

share back 1o make the

whaole community

SIronger

Perch streamliines the detection process, communication with communicy members, and

facilitates alert resolution. It lets you connect with other communities or threatintel; and lets

ally sort and filter alerts from'esch of your sources.

Perch's managed SOC service does the legwork.
With Perch's Managed Security Operations Center (S5OC), your Perch sensor is monitored by

analysts who work with sharing communities every day. We're quite specialized in responding

ypes of alerts you face and escalating serious threats for remediation when they rear

To learn more or reguest 3 demao cick here.

6 WaterlSAC HP L TOH A /\—tFX T4 AT T AE BN
[ETFKELZEHEBORERE )Y —AND—THT7I1EX]

WaterISAC . I E FKEIA—TA)TA4DYA/\—tF2)T1 15 DEE |CIZEVNTERULS M /\—EF
A TARRDIBHDIRED, 2 —T 1) TAIZ KA BR AR IGEHEOCIZEREFIE. /K ER TR E R 05 EHE

6 FFKEI—TA)TADYAN—EF2)T1 15 OEEE: 1. BEAURURN)—ORT, 2. YRVFHE. 3. Hl#EHS R T LOBHER/IRIC

Mz3. 4. 12— —T7HERHPOER. 5. FELGYEMT7EANSDRE,. 6. MILEFAN—DAZHILREVATLDAVAR—)L,

7. EBHEEDORA. 8. YM/N\—tEFa)TAIEDEBE, 9. YAN\—tF 1T DRI —EFIEDORFE -FHE. 10. BHORHEERDE
AL AV TN RRBE- REORHEER. 12. /Y IF—BRE~ODRYEH., 13. YT F—U DR, 14. TRTORI—FT/N
AR (ToT. 0T, B/ ILEE) ADF G 15, [FHRFEFELOSHRL—30a32=FA~D BN, |WaterISAC, “15 Cybersecurity Fundamentals for

Water and Wastewater Utilities” (June 3, 2019 - 13:26) [https://www.waterisac.org/fundamentals] (B ¥ %& B : 2021 £18 22 ),
13



(WLA-RP) EDERZIEDT-D EPA IZ& A D TR R AES (AP-FSE)Y—IJL¥ Yk, EEAT
SERICHITIEEEFREROHIFLIMBFOEIRRED-ODEIEEETZXEL FEMA [CXDIEFHXIT
SHEt Yk 34 E  WaterlSAC EEATFREMEA N IR T HKEY—ILED T ETRARLTWS,

TOOLS

I v T oy othes Tools yor wioold T to retuest, prleass conac

Any w o | | Seser

7 Waterlsac HP TARLTWA&KFEY—IL

17 WaterISAC, “Analytical Preparedness Full-Scale Exercise (AP-FSE) Toolkit (U.S. EPA),” Thursday, September 27, 2018 - 17:05,

[https://www.waterisac.org/portal/analytical-preparedness-full-scale-exercise-ap-fse-toolkit-us-epa] (¥R FE B : 2021 £1 8 22 A),

18 WaterISAC, “Business Continuity Planning Suite (FEMA),* Monday, September 4, 2017 - 15:26, [https://www.waterisac.org/portal/business-

continuity-planning-suite-fema] (F#& &% B :2021 £18 22 B),
14



Fl  BERYET —IR—XIR—DVF L TFKEFREEEIZET SIUS EPA Water Contaminant
Information Tool (WCIT) 1 CKE A2 /\—ND ) . E[E WRC plce NEET S 600 FBAHILEYMERFHRTHS
TUKWIR &F147T—4—k(UKWIR Toxicity Datasheets) |, LT WRC &Z[E Health Protection Agency/HPA
NEETIMEMERTHDUKWIR MEMZFET—22—k (UKWIR Microbiology Datasheets) 100320 F
BEEEYMET —IN—ZAADTIEADAOELESDTND AvN—(E BEY A (0T EHIEHRLINLT—
AR—R(ZTHERAMNATHET. WaterlSAC DR—LR—I[FIS5LELETFKENREMHEBEOEERE)Y—
ANDTIERE—THIZEHLI. FIEROBVH Ao TLVS,

Contaminant Databases

WaterlSAC members have single-sign-on access to these three leading contaminant databases.

There is no need 1o login again to access these unique platforms.
U.S. EPA Water Contaminant Information Tool (WCIT)

WCIT is used by the water sector to prepare for; respond to or recover from drinking water and

wastewater contamination incidents, WCIT includes comprehensive information about chemical,

biological and radiological co inant t could be introduced into a water system following &

natural disaster, vandalism, accident or act or terrorism, There are currendy over 800 priority

contaminants of concern listed in WCIT, WC

Access Database

UKWIR Toxicity Datasheets

IT i= available only to U.5. utility and government users,

Toxicity Datasheets have been developed o provide information to assist water suppliers and

other users to respond in a rapid and effective manner to water contamination incidenss. The

darabase has been compiled over many years and is the largest of its kind. It is maintained by WRc

plc on behalf of UK Water Industry Research (UKWIR] and centa wealth of information on over

600 chemicals,

Access Database

UKWIR Microbiology Datasheets

Datasheets have been developed to provide infermation on the health significance of
microorganisms that may be of concern to drinking water suppliers. The database has been
compiled over a number of years by WRc and the Health Protection Agency (HPA), now part of

d, on behalf of UK

Public Health Engl

ter Industry Research (UKWIR). These datasheets contain

a wealth of information on bacteria, vir

Access Database

8 BEYWET IR

uses and protozoa that may be presentin drinking water.

[(HZEERETA—L2]
BAUN—DLDMELSZE, 92T EDTA—LA—IL (LT EGS ) APESE (866-H20-ISAC) . BF #

19 WaterISAC, “Contaminant Databases,” [https://www.waterisac.org/portal/contaminant-databases] (B #£#&%& B : 2021 £18 22 ),

2 WaterISAC, “Confidential Incident Reporting Form,” [https://www.waterisac.org/report-incident] (B #&#R 3% H :2021 £18 22 B),
15




—JL (analyst @ waterisac.org) Z{FEFALI-ERICLHBIEAIEELLOTILNVD, M EHEE . #M. &%, HLLIE
BEADSTICATHERMIIEEFERELTERYTRON ., BIREZERE. WaterlSAC 7FHIJRARDILEIE
5. F74—LD—EI(— LR (FF XM [F ERERFDOHEBICTHIENTED,

i WATER
7 ISAC

Upmming Bvants  AemassCentwr Thoh WebomdSrchive Comesmnan Detsbe

CONFIDENTIAL INCIDENT REPORTING FORM

Qrisinstor Comtact Information

Fall bama

Event D2tadis

9 Waterlsac ~DEZFIAIRE T4 —L

BRI ARENBESIVERLUFOEREIZDULTIL, WaterlSAC XUV HEBADTHAN—BRHEELLL
[ZRHLLEEFDERIIZ. LTOLSLEFMANEEH I TS
WaterISAC (&, —T 4 T4 B XV L TKEEIZ—DFDMRAT—IRILE —IZ, YA N—EBHBELLL

21 WaterISAC, “Report Incidents and Suspicious Activity to WaterlSAC and Authorities,” [https://www.waterisac.org/report-incidents-and-suspicious-

activity-waterisac-and-authorities] (FRA&#RFE B : 2021 £1 8 22 B),

16



FEHOLLVEERNCDWTT FIURNMIER T HLOIBEFL TS, COBEIRICTKY . WaterISAC BEBEL DT
DREHFL MDA IN—ON—F—[ZEEFTEHIENTE, I F—DL DY I REEI/RID, HEFS
NBHERIE. WaterlSAC IZKDVTEF—OLHR—MMEDREBOY—ERDHBKICHELE. 2—T1 T+
DREMHRFITRID,

WaterISAC (FIRIIER DR ML HIFT D, WaterlSAC A EHELLIMDERZIZENTHZEEFHLAL
KOETBIHE . WaterlSAC (R WITHERIZEE OB TG IZHAEL. RICTEHFERZELILT S, B
D IEEFFRTIH D WaterISAC (X2 528%5% (public records law) DIER R EARTHY , LIR— DR MEESS
[CRETBHIENTES,

BEICESTIE, EYDITRBENFAELLLIEBIEADZIEE RO BIHFEIZIL, WaterISAC [FHA/\—F
BEELLFZORVLHIBRICOVTEMRLEBADEREH R T HI58H0H D, WaterISAC (&, 5B 5%
BROCZTDMDI AT U RERE T HIEICRYZENTRETH D, LR E. BICEULLBICHESN IR
ETHD,

WaterlSAC AARODBHMARIE. YA N—tEF 2T BEZEMENEEDOEA . BLUBEHLLVEENZE
TH5ELDTH5:

> HBAN—tX1)T4EBE XD IT DRATLELKEIEZRAHED RTLOYAN—HELLLIEZE
ETHY. UTOERZEIET:
vV SUHLYITRELLLFZO—R -a—)LEVY Ny B—2]10R;
VvV RLIDITDAVAM=ILHBEIIL, A—TA)TADEDRRARITOERBENICEEEZSZ .4
LIS EES X AR HEIED;
V ITEITAT . TTEITAT-TIREUR, SCADA T D=7 IT BEE . 1L LUEZT D thiFHE
A—HY—A~ADRET T4 T DFENBLERZEEZED . TavP T -FroR—;
vV ThHIURDFE-SRYLREREOLGYTELLE . EDRRAA—IILOBREDOEIIELLTHA;
vV TR0 EEH;
V o U=Ix)L IO T B ENSHEBEEROUINEEAA LD,
> MBEHtEXI)TEER ROVTIADOFREEMNELI-EEEZEST:
vV REELLLIBEEADHEKHEE;
DNREE~DFE,
RE~NDEXGIEE,;
A—TA4)TADER~NDFE,;
B~ D 10,000 FILLLE (BEHT-Y) DIEFHIHEX,
NODEEDERBIFILTOESY:
BRI HEIK DR,
BE/HIA;
e,
=17,
BERLLUEEDLLILVERM;
BB
BRBHRESNHAN—BEBRELLIIEDOLLEERIC OV TEIRT 5L, WaterISAC [$FFMET+O—T Y

v
v
v
v

RN NN SR
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TL. WaterISAC LAR—MIHBZEREBHBL TLLVDRFEEZFTD. BEANTRIDGE . ARBEDORHE
BUAKIRBEDRL—T ) T/IZIRT SER DFEMZHIBRL . XAFEREERLT D HBHEHRIL. R
T AAR—RIZRFEIN, ERILESNTEHIL WaterlSAC BRI AL AR—MNIBHT 5=-HFERAINS,

ERB LUV ZOMDIHEAN=X L]
> TA)H
EtZx2REEEILYM/\—tF1) T+ RBIEH S S — (DHS National Cybersecurity and
Communications Integration Center/NCCIC) [ZFEF *—JL (NCCICCUSTOMERSERVICE@hq.dhs.gov) H®
B 5T (888-282-0870) THELIFMEIME T 5. DHS [T, BEAHNIE, F—LEXFSIN BT R RERE
FHENTED BENFELEL. NCCIC EDEEMGILZYME WaterlSAC [ZFBIKIET 515 81X. B
F *— )L (analyst @ waterisac.org) £ L<IEFEEE (866-H20-ISAC) TEEFET 5.

NCCIC DB & FE 5t F—L (Hunt and Incident Response Team) (&, YA /\—FEDEFHEL
RREVEET DI AV ADAU LT UG EERZHL TS,

EHREER (FBD E. 13— YNMLRDOHEEEN FBl DR EBFATIERLR T HIELETERMLTLS,
LEOFEL. www.ic3.gov (2855 FBI A A—RyMLFEEFE L 2—(C3) [CHLITSHELTES,
> A—RFSUT
F—RLSUVTFTDA—T 1) T«1%. BEE (1300-CYBER1) HLLIXEF A—JL (info @ cert.gov.au) [IZ&kY 7
—ARSVT DHAN—tF 2 T4E23—D—EFITHS CERT A—RAMSUTICERERE T HEN
TZE%,
> hFE
AFEDA—T1")T41%. BEE (1-833-CYBER-88) 1, LLIFEF A—JL (contact @ cyber.ge.ca) [T&Y ., hF
BB AN— AT U LARVR LU A—ICERERET HENTED,

217. BHEEBHOOVFICETENYFUTEE)
(FE=HE)

2021 &£ 2 B 5 B, RKEZ7RUFMEA/\ARROF—)L X — (Oldsmar) §1 (A /IR A =) —Z—31 HAK
EHAT ICEVT. KERNDAVE1—4—(SCADA aAVbA— )LV AT LZEN) IZ2EIZH T TEELT
JEZAHHY . KEFERERITHSETMEY—H (sodium hydroxide) Z@E DFY 100 £ (100 ppm M5 11,100
ppm) [THERTEWNS NYF VT BENREL?, ERENERGKEORLEL T CITRAMUL L8,
BEENLGHEE LGN 2 300, BERE XM EBRIVE1—F—(IZHEINDNERT IV EAL TS EDRYTT

22 Dale Greenstein, “Hacker Changed Chemical Levels at Florida Water Treatment Plant, Sheriff Says,” Spectrum Bay News 9, 2:03 PM ET FEB. 08,
2021, [https://www.baynews9.com/fl/tampa/news/2021/02/08/pinellas-sheriff--hacker-changed-chemical-levels-at-city-s-water-treatment-
plant?web=1&wdLOR=c48266931-C898-4CC3-B87D-6616A2C616A5] (R#EHFEH 2021 £3A 11 H),

B OKERAIL. TRICHLEBEICR OGN of-ELTH, BEINFKAZHKELTHRNIZESETISE A1 BUEAN DT80 WEDFK
EFBHIEREAF1EBI LB, FTKD pH ENBREITHENFERS AT L ETEREENMEBT 510, HEDKATRIZHIASNS
CERFBHYRLENIERRTNS, LL. TS EOEHIESolarWinds JIT EEYI+I T 7EELIH17 8000 EAD/NYF T EELLET D

ERBLBEEL/NELLOEN, LLERKFIL BB CERZEEE AL ATLETEN SN TOIHEZ, D175 5000 AORRHEERE
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YITRRDBHET, TCITTVRAA—YILDBFICEIVLTHE Y —F DFBMEE 100 FIZRELLERE LI,
L, R/KERDIAVE1—F—IE AT F U ADT=HIZ TeamViewer EFEEND) E—RTF RO T Y TRD
IT7ICKBERRENAIRELR ISR ESNTHEY  EREF DA THNLET I ERARETH o110, §
EDRIEEITOTVN AT EZIAVE1—3—DEREEZH>THY. BRICHICDEREE>TIV-2DEER
BNTLNS,

BREZ TR ERYF(E, FBIO Y A/N\—1=yhERED—ILyMF—ERIZH B AZEEEL. ELIC
LREEERIBLIZS, O DD AU ERINEDODZUAYDORBICIEESTHLT . F-HEE
DYBT VX RAU AP TRLR) DHEE CRKEANSMENHEH) LITOEH - ER(GEF—ILXT
—TDKESRTLHANENELESNI=ON) . i DKEL AT LIZERFHDOBRNBO>TLDD D, B
AMDEHI-IT LRV FICODWTERBARFEETHDHEL TS,

[WaterISAC D3t ]

WaterISAC [EARHICDONT, 2A8BRFFRATE —#*% HP TRRL. AMEFEELEETEHLLDOD.
ICS(BEZEIrO—IL- P RTL) DY A/N—tFa) T4 232 TATRHISLE-EERLEEZRFEELTHY,
WaterISAC DI ETFKEL—TA)TADHFA/N\—tF2T1 15 OERIBTBELEFELLFIA1ELTME
EWMEBMOHAA ISBHNTHIN TSI L, F-ZDH T, TOCREBR~OMBHT I EADHILEE
NENRILIEYAN—RUYPEBNLEREE I RATLOBAIZKY SN TESLETEMREL TS, Fi=.
WaterlSAC D5 DEHEFOMICH. L TOXMERDEREHELTLD:

> BEOHDIL—HY—DIITIHNIC. AU F—RYMERRZFERLT, RYRT—V LDAUE—RYNIT
+XEREL OT TNAREHET B,
> RYRT—=0- T AT EEAT S,
JE—RT7IERANESLTERERIBE L. REICER SNz VPN #FEHAT 5,
RIARIAROSF - TOVX T HREDHEZTIST4v9%E TR T LT FAI SN TULVED AR
BANLDT I EREHS,
cST4vOEEBIET B,
EEYEGVRAAEEERT 5.
SR ATEINAT—REERT 5,

> BRVERFTD-OHDRKMIMBEGZADHNFEESEZA D1 —THhOU DT AR EERT 5.

CDEN FBLEELEDLOLIEBZERRLIAVNA—IZHL, ETHBEELR~EHRL. Thhd

Y VY

YV V V

IZEL>TULV=ATREMHEREIZ S LML, 1| Munenori Taniguchi T70UA DKERY AT LB /NF T BREIKIZ 100 EDOEXIRA =
WMZHEFIELEL L. Engadget BARRR. 2021 5 02 B 9 B4 12:30. [https:/japanese.engadget.com/hackers-contaminate-florida-water-supply-
033022797.html?guccounter=1] (Rf&#HEFA:2021 438 11 A),

2 Engadget BAKR 2021 F£2 9B E,

25 Pinellas Sheriff, “Treatment Plant Intrusion Press Conference,” YouTube, 2021/02/09 [https://www.youtube.com/watch?v=MkXDSOgLQ6M] (&
##®F%E:2021 £3A 11 B),

26 WaterISAC, “Malicious Actor Compromises U.S. Water Treatment Plant, Changes Chemical Level,” Monday, February 8, 2021, 18:52,
[https://www.waterisac.org/portal/malicious-actor-compromises-us-water-treatment-plant-changes-chemical-level] (F#&#&F%EH:2021 &3 A 11

=D
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WaterlSAC ~D1EHRIRHEZEKREL TS,

Fr-. THOFHEIRIZH LT, WaterlSAC (FEEIDITENZRALZ /NwA—"IZDWT, NEBRHEER TS (a
lack of sophistication on the part of the “actor”) J&EFELY . STEIMICERILI=fTEIELS XY IZB R, 2H %
DT OEREE (B8 ITA—ILAI—DIV AT LIZEWTEZEEDKSICRET A LEEBFROEEMNT
BENEHREL. 2R BEO7 VAR (FRI1FFE) [CENEETTAHICELEECE IT ITERLTLDSAYT
HEEHREL TS, EBIT V&2 ETHEEHITHEREREITAIAMDICESBERIRETH =MELNT
AIIS—ICEEBEANIRADARER B TENLENELTWD, WThIZER, EEA(VISOUE—ITS
TRIZEITHELLBELREMEENRBE TH DI EITEFESRMITAL, 2020 FIZHELIZAATTILDKS
VITGADYAN—TORELEK. KEICHLTEISLEKREBTRECYBIELELEL . D TEARMLEXEK
DEWEZHEL TS,

FIZ.3A2H®M WaterlSAC #IRPTIE KRELTIA—IILXI—F X IOLANCEHFIEFTBALGLISH,
KENTBEDNDPCBFROEBEELLLICIFLEERENTEEZEHTHEY . [R—X (the Base) IEFFIEN SR
WHBAZELEFRETIL—TORIERENTLI LI AV Drv—~ [KEAOEWMRADIZEIL. LY
RELGADNEREEIZT BT TL—rTHBILEETRAAELZ LERLI[Z2—3— V21 LD RBEYEM
LTS,

BE.ZOM7AYEKERBISE/N\NYF T BRIIDVTIE R AN—EE 21— A Y (N ETEEAS
VIR TR E—IT IO ERBRETOEX ) TR E (JE—FTF IV ERAANRT—F N 2iHEK TR —
2otz & . WVEBT7AT— 04— LEDORERBELLEON TGN -1z E, FimEH O EETHNIE
BEICETARERITEITHA L, TeamViewer VIV 7 DERAEFEERICELELIZICELAIDOLETIVXE
—JLLE=FEFICLTW=C e, M oaY I Mt A X2 T4 TvT T —hDYR—bEZ1E LTz Windows 7 &%
FEICHEALTWIES) [OVTOZHOMHE, ZO—AT /MIBARKI—TFT1)TAIZHITHHEDR
BAVIFERBOEMRL, BFE. EFIUEEIAREEDTE. LX) T4 AT LKIHADRINIZES
HY—FNR—TFT4—~DAEITE) ~DBEEDOEN LA >TLEY,

27 Water ISAC, “Considerations Regarding Oldsmar, Florida Water Treatment Plant Compromise,” Tuesday, February 9, 2021, 14:43,
[https://www.waterisac.org/portal/considerations-regarding-oldsmar-florida-water-treatment-plant-compromise] (B #&£ % H:2021 &£3 A 11 H),

28 WaterISAC, “Greater Preparedness and Security in Light of Oldsmar, Regardless of Intent or Motivation,” Tuesday, March 2, 2021, 12:26,
[https://www.waterisac.org/portal/greater-preparedness-and-security-light-oldsmar-regardless-intent-or-motivation] (FR¥£HFEH 2021 £3 A 11
B),

¥ “Mr. Nazzaro, out of the reach of U.S. law enforcement in Russia, wrote on Telegram that the water poisoning plot was a possible template for
something larger.” In Neil MacFarquhar, “Far-Right Groups Are Splintering in Wake of the Capitol Riot,” The New York Times, Published March 1,
2021, Updated March 3, 2021, [https://www.nytimes.com/2021/03/01/us/extremism-capitol-riot.html] (F#&#RFH:2021 £3 A 11 B),

3% Sean Hollister and Mitchell Clark, “Turns out that Florida water treatment facility left the doors wide open for hackers: Can you even call this a
hack?” The Verge, Feb 10, 2021, 7:46pm EST, [https://www.theverge.com/2021/2/10/22277300/florida-water-treatment-chemical-tamper-teamviewer-
shared-password] (RIERFR 2021 F 3 A 12 B) ., TDED CyberNews ZEDFHEICKY . A—IILXT—/KENBISEOREZRENLDEE DN
% 11 ZyrDEANEHEET . COMB (“compilation of many breaches”) EME(EN B BEINfz1—F —£ - /ART—RDOFEXGE—K (32.7 Bty
M)A REFREHBRO2A28(ZA U540 ETY—ISNTVSIEAHIBAL TV S, R LD EENGREERETRALLSSE A—ILXI—
S OUEZEEDIL T v VERE)—VSNTODRITFETRERRTHAHED L, Elizabeth Montalbano, “Florida Water Plant Hack:

Leaked Credentials Found in Breach Database,” ThreatPost, February 12,2021, 10:34 am, [https:/threatpost.com/florida-water-plant-hack-credentials-
20



22. EREHIHRE
EAEIZBWLTIK, Y4/ —tX 2 ) T EKEZFILOHEL T, AN\ —EF 2 ToICBELTEEREI
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